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» CPS: physical parts + comm. channels + algorithms w O -, Qo P = Guan = (coriect wxong) e e
» Found across scales, sizes, geographies ’ AN e s e : :
 Tight integration = vulnerable to attacks - Enxnﬂn?ii"gm - 3 é;g;ﬁ;?;;;mre runs reach goal : : : : : .
« Compromised CPS can disrupt everyday life e iR « Adversary can tamper with actuators and clocks of CPS
* Partial observability common — e.g. estimate of state from
* Strategies for benign env. fail in presence of adversary output of a vision sensor, noisy communication channel * Aliects perception of correct time for CPS S nzlbzr -
e @ = . v « Partial observability = exact strategies difficult to determine * Can lead to violation of desired goal be < 10 in 5 seconds
et g = SOLUTION METHOD SOLUTION METHOD
* Desired objective given in Linear Temporal Logic * Desired objective given in Metric Temporal Logic
» Use finite state controllers (FSCs) as agents’ policies * Define durational stochastic game to model time between
8:%;:;:%52 B o oo Rl e peaie ATTacR /ZBONT coneuse e a:d::jaas « FSC + env. + LTL spec = fully observable Markov chain (IMC) transitions of states due to CPS and adversary actions
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attacks on clocks and actuators of system

* ROBUSTNESS METRICS: quantify maximum amounts by
which synthesized trajectories can be perturbed in time
and space without affecting satisfaction of desired objective
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’/ Ans C\f&‘l@ probability under any stationary adversary policy
. Translatmg Securitv into CPS models 2. ALGORITHM: determine candidate FSCs of fixed sizes that

« Modeling interaction of CPS with adversary ensure LTL satisfaction with nonzero probability
3. ALGORITHM: robust linear program to increase size of CPS
FSC to improve satisfaction probability
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 Characteristics of environment and specifications

* states may not be fully observable
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 Formal Methods: specify desired system objective
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* Game Theory: interaction of CPS with adversary
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ensure resilience to adversary SOLUTION METHOD
* Inertia of physical system: managing time-critical * Barrier certificates enable verification of safe behavior
specifications and recovery from attack e Secure Control Barrier Certificates (S-CBC): for some
« MODEL: CPS - adversary interaction modeled as a defender action, increase 1in 5S-CBC value 1s bounded along
zero-sum leader-follower stochastic game system trajectories for any adversary action
* GOAL: Determine CPS inputs to max. probability of » S-CBCs give lower bounds on LTL satisfaction probability in
satisfying temporal goal ¢ under any adversary input the presence of adversary, over a finite time horizon

* SOLUTION APPROACH: Optimal solution is
equilibrium of CPS - adversary Stackelberg game

 Sum-of-squares optimization to easily compute S-CBC




