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• Attacks consist of multiple stages between entry and exit points
• Target multiple entry points simultaneously at each stage
• Interact with system to achieve goals while remaining undetected

Adversarial cyber interactions:  At each stage adversary and system 
play a strategic game in which the goal of the

- Adversary is to evade detection and achieve targets in each stage
- Defender is to detect adversary before it achieves the goal

Information structure:
Complete: both players know the system, payoff of other player
Imperfect: defender is unaware of the stage of attack, which flow is 
malicious and adversary does not know actions of defender

Tag sources tag 
vulnerable I/O 
channels

Tag sinks/Traps 
verify authenticity
of tagged flows

Tag propagation rules specify 
data- and control-flow-based tag 
propagation policy 

Defense Scheme: Dynamic Information Flow Tracking (DIFT)
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Multi-stage dynamic game:  At each stage adversary and system play a strategic 
game in which the goal of the

- Adversary selects an attack path in the information flow graph
- Defender (DIFT) tags a subset of nodes
- Each stage of attack is defined by a set of destinations which must be achieved  .   
. sequentially

Payoffs consists of tagging costs, rewards and penalties to players 
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Objective: Develop a game theoretic framework to model adversarial 
cyber interactions such that:

- Detection probability is maximized
- Cost of detection is minimized

Nonzero-sum imperfect information game

Solution to the game gives actionable cyber defense against 
multi-stage adversarial attacks

• Multiple adversaries with different attack capabilities
• Security analysis of different granularities with limited resources

Simultaneous Detection of Multiple Adversaries Stochastic DIFT Games

• Captures false negatives of DIFT
• Tackles unknown state transitions 

Key Results

Result 1. For a given adversary strategy      , 

⎼ The defender’s utility function                   is submodular in      .
⎼ There exists an algorithm that computes at least a 1/2-optimal best response 

solution to the defender in poly-time.     
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Result 2. For a given defender’s strategy      , the best response of the adversary
is obtained from a shortest path algorithm on the information flow graph with 
edge weight to every incoming edge to    .� log(1� pD(si))
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• We proposed a multi-stage dynamic game model to evaluate the
performance cost and effectiveness of information flow-based detection

• We ground the approach on data collected using RAIN framework
• We computed the best response of the players; a shortest path algorithm

for the adversary and a submodularity-based approach for the defender
• We gave a polynomial-time algorithm to compute the correlated equilibrium
• We tested our approach on ScreenGrab attack data obtained from RAIN
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<latexit sha1_base64="rbQTqaX3nfcHIKSYTDxwlt+SaKY=">AAACM3icdVDLSgNBEJz1GeNr1aOXwSB4MexGQS9CUA/iKYJ5QBLD7KSTDJl9MNMrhCX/5MUf8SCIB0W8+g9Okj1oogXdFFXdzHR5kRQaHefFmptfWFxazqxkV9fWNzbtre2KDmPFocxDGaqaxzRIEUAZBUqoRQqY70moev2LkV+9B6VFGNziIIKmz7qB6AjO0Egt+7rhAbI7t5U0NFciwrTjQAK9HJ7RiV/41z88cpzsGC075+SdMegscVOSIylKLfup0Q557EOAXDKt664TYTNhCgWXMMw2Yg0R433WhbqhAfNBN5PxzUO6b5Q27YTKVIB0rP7cSJiv9cD3zKTPsKenvZH4l1ePsXPaTEQQxQgBnzzUiSXFkI4CpG2hgKMcGMJMFuavlPeYYhxNzKMQ3OmTZ0mlkHcNvznOFc/TODJkl+yRA+KSE1IkV6REyoSTB/JM3si79Wi9Wh/W52R0zkp3dsgvWF/fQgWpOA==</latexit><latexit sha1_base64="rbQTqaX3nfcHIKSYTDxwlt+SaKY=">AAACM3icdVDLSgNBEJz1GeNr1aOXwSB4MexGQS9CUA/iKYJ5QBLD7KSTDJl9MNMrhCX/5MUf8SCIB0W8+g9Okj1oogXdFFXdzHR5kRQaHefFmptfWFxazqxkV9fWNzbtre2KDmPFocxDGaqaxzRIEUAZBUqoRQqY70moev2LkV+9B6VFGNziIIKmz7qB6AjO0Egt+7rhAbI7t5U0NFciwrTjQAK9HJ7RiV/41z88cpzsGC075+SdMegscVOSIylKLfup0Q557EOAXDKt664TYTNhCgWXMMw2Yg0R433WhbqhAfNBN5PxzUO6b5Q27YTKVIB0rP7cSJiv9cD3zKTPsKenvZH4l1ePsXPaTEQQxQgBnzzUiSXFkI4CpG2hgKMcGMJMFuavlPeYYhxNzKMQ3OmTZ0mlkHcNvznOFc/TODJkl+yRA+KSE1IkV6REyoSTB/JM3si79Wi9Wh/W52R0zkp3dsgvWF/fQgWpOA==</latexit><latexit sha1_base64="rbQTqaX3nfcHIKSYTDxwlt+SaKY=">AAACM3icdVDLSgNBEJz1GeNr1aOXwSB4MexGQS9CUA/iKYJ5QBLD7KSTDJl9MNMrhCX/5MUf8SCIB0W8+g9Okj1oogXdFFXdzHR5kRQaHefFmptfWFxazqxkV9fWNzbtre2KDmPFocxDGaqaxzRIEUAZBUqoRQqY70moev2LkV+9B6VFGNziIIKmz7qB6AjO0Egt+7rhAbI7t5U0NFciwrTjQAK9HJ7RiV/41z88cpzsGC075+SdMegscVOSIylKLfup0Q557EOAXDKt664TYTNhCgWXMMw2Yg0R433WhbqhAfNBN5PxzUO6b5Q27YTKVIB0rP7cSJiv9cD3zKTPsKenvZH4l1ePsXPaTEQQxQgBnzzUiSXFkI4CpG2hgKMcGMJMFuavlPeYYhxNzKMQ3OmTZ0mlkHcNvznOFc/TODJkl+yRA+KSE1IkV6REyoSTB/JM3si79Wi9Wh/W52R0zkp3dsgvWF/fQgWpOA==</latexit><latexit sha1_base64="rbQTqaX3nfcHIKSYTDxwlt+SaKY=">AAACM3icdVDLSgNBEJz1GeNr1aOXwSB4MexGQS9CUA/iKYJ5QBLD7KSTDJl9MNMrhCX/5MUf8SCIB0W8+g9Okj1oogXdFFXdzHR5kRQaHefFmptfWFxazqxkV9fWNzbtre2KDmPFocxDGaqaxzRIEUAZBUqoRQqY70moev2LkV+9B6VFGNziIIKmz7qB6AjO0Egt+7rhAbI7t5U0NFciwrTjQAK9HJ7RiV/41z88cpzsGC075+SdMegscVOSIylKLfup0Q557EOAXDKt664TYTNhCgWXMMw2Yg0R433WhbqhAfNBN5PxzUO6b5Q27YTKVIB0rP7cSJiv9cD3zKTPsKenvZH4l1ePsXPaTEQQxQgBnzzUiSXFkI4CpG2hgKMcGMJMFuavlPeYYhxNzKMQ3OmTZ0mlkHcNvznOFc/TODJkl+yRA+KSE1IkV6REyoSTB/JM3si79Wi9Wh/W52R0zkp3dsgvWF/fQgWpOA==</latexit>

c = �100
<latexit sha1_base64="Uy8o42Y4nYuISz4axrnRrcptq1c=">AAAB8nicbZBNS8NAEIYn9avWr6pHL8EieLEkIuhFKHrxWMHaQhrKZrtpl252w+5EKKU/w4sHRbz6a7z5b9y0OWjrCwsP78ywM2+UCm7Q876d0srq2vpGebOytb2zu1fdP3g0KtOUtagSSnciYpjgkrWQo2CdVDOSRIK1o9FtXm8/MW24kg84TlmYkIHkMacErRXQ6zPf8yq5etWaV/dmcpfBL6AGhZq96le3r2iWMIlUEGMC30sxnBCNnAo2rXQzw1JCR2TAAouSJMyEk9nKU/fEOn03Vto+ie7M/T0xIYkx4ySynQnBoVms5eZ/tSDD+CqccJlmyCSdfxRnwkXl5ve7fa4ZRTG2QKjmdleXDokmFG1KeQj+4snL8Hhe9y3fX9QaN0UcZTiCYzgFHy6hAXfQhBZQUPAMr/DmoPPivDsf89aSU8wcwh85nz8LT454</latexit><latexit sha1_base64="Uy8o42Y4nYuISz4axrnRrcptq1c=">AAAB8nicbZBNS8NAEIYn9avWr6pHL8EieLEkIuhFKHrxWMHaQhrKZrtpl252w+5EKKU/w4sHRbz6a7z5b9y0OWjrCwsP78ywM2+UCm7Q876d0srq2vpGebOytb2zu1fdP3g0KtOUtagSSnciYpjgkrWQo2CdVDOSRIK1o9FtXm8/MW24kg84TlmYkIHkMacErRXQ6zPf8yq5etWaV/dmcpfBL6AGhZq96le3r2iWMIlUEGMC30sxnBCNnAo2rXQzw1JCR2TAAouSJMyEk9nKU/fEOn03Vto+ie7M/T0xIYkx4ySynQnBoVms5eZ/tSDD+CqccJlmyCSdfxRnwkXl5ve7fa4ZRTG2QKjmdleXDokmFG1KeQj+4snL8Hhe9y3fX9QaN0UcZTiCYzgFHy6hAXfQhBZQUPAMr/DmoPPivDsf89aSU8wcwh85nz8LT454</latexit><latexit sha1_base64="Uy8o42Y4nYuISz4axrnRrcptq1c=">AAAB8nicbZBNS8NAEIYn9avWr6pHL8EieLEkIuhFKHrxWMHaQhrKZrtpl252w+5EKKU/w4sHRbz6a7z5b9y0OWjrCwsP78ywM2+UCm7Q876d0srq2vpGebOytb2zu1fdP3g0KtOUtagSSnciYpjgkrWQo2CdVDOSRIK1o9FtXm8/MW24kg84TlmYkIHkMacErRXQ6zPf8yq5etWaV/dmcpfBL6AGhZq96le3r2iWMIlUEGMC30sxnBCNnAo2rXQzw1JCR2TAAouSJMyEk9nKU/fEOn03Vto+ie7M/T0xIYkx4ySynQnBoVms5eZ/tSDD+CqccJlmyCSdfxRnwkXl5ve7fa4ZRTG2QKjmdleXDokmFG1KeQj+4snL8Hhe9y3fX9QaN0UcZTiCYzgFHy6hAXfQhBZQUPAMr/DmoPPivDsf89aSU8wcwh85nz8LT454</latexit><latexit sha1_base64="Uy8o42Y4nYuISz4axrnRrcptq1c=">AAAB8nicbZBNS8NAEIYn9avWr6pHL8EieLEkIuhFKHrxWMHaQhrKZrtpl252w+5EKKU/w4sHRbz6a7z5b9y0OWjrCwsP78ywM2+UCm7Q876d0srq2vpGebOytb2zu1fdP3g0KtOUtagSSnciYpjgkrWQo2CdVDOSRIK1o9FtXm8/MW24kg84TlmYkIHkMacErRXQ6zPf8yq5etWaV/dmcpfBL6AGhZq96le3r2iWMIlUEGMC30sxnBCNnAo2rXQzw1JCR2TAAouSJMyEk9nKU/fEOn03Vto+ie7M/T0xIYkx4ySynQnBoVms5eZ/tSDD+CqccJlmyCSdfxRnwkXl5ve7fa4ZRTG2QKjmdleXDokmFG1KeQj+4snL8Hhe9y3fX9QaN0UcZTiCYzgFHy6hAXfQhBZQUPAMr/DmoPPivDsf89aSU8wcwh85nz8LT454</latexit>

• ScreenGrab attack data recorded from RAIN
• Results for two different trap settings

• Choice of traps locations are critical for security
• Optimal selection of traps leads to effective detection

Result 3. For any             , with probability            , an     -correlated equilibrium
can be obtained in                                                       number of utility computations. 

✏ > 0
<latexit sha1_base64="71F2Z2pG+5fyIhOtnMs0Fa9HISM=">AAAB8XicbZBNSwMxEIZn61etX1WPXoJF8FR2RdCTFL14rGBrsV1KNp1tQ7PJkmSFUvovvHhQxKv/xpv/xrTdg7a+EHh4Z4bMvFEquLG+/+0VVlbX1jeKm6Wt7Z3dvfL+QdOoTDNsMCWUbkXUoOASG5Zbga1UI00igQ/R8GZaf3hCbbiS93aUYpjQvuQxZ9Q667GDqeFCySu/W674VX8msgxBDhXIVe+Wvzo9xbIEpWWCGtMO/NSGY6otZwInpU5mMKVsSPvYdihpgiYczzaekBPn9EistHvSkpn7e2JME2NGSeQ6E2oHZrE2Nf+rtTMbX4ZjLtPMomTzj+JMEKvI9HzS4xqZFSMHlGnudiVsQDVl1oVUciEEiycvQ/OsGji+O6/UrvM4inAEx3AKAVxADW6hDg1gIOEZXuHNM96L9+59zFsLXj5zCH/kff4ARGqQog==</latexit><latexit sha1_base64="71F2Z2pG+5fyIhOtnMs0Fa9HISM=">AAAB8XicbZBNSwMxEIZn61etX1WPXoJF8FR2RdCTFL14rGBrsV1KNp1tQ7PJkmSFUvovvHhQxKv/xpv/xrTdg7a+EHh4Z4bMvFEquLG+/+0VVlbX1jeKm6Wt7Z3dvfL+QdOoTDNsMCWUbkXUoOASG5Zbga1UI00igQ/R8GZaf3hCbbiS93aUYpjQvuQxZ9Q667GDqeFCySu/W674VX8msgxBDhXIVe+Wvzo9xbIEpWWCGtMO/NSGY6otZwInpU5mMKVsSPvYdihpgiYczzaekBPn9EistHvSkpn7e2JME2NGSeQ6E2oHZrE2Nf+rtTMbX4ZjLtPMomTzj+JMEKvI9HzS4xqZFSMHlGnudiVsQDVl1oVUciEEiycvQ/OsGji+O6/UrvM4inAEx3AKAVxADW6hDg1gIOEZXuHNM96L9+59zFsLXj5zCH/kff4ARGqQog==</latexit><latexit sha1_base64="71F2Z2pG+5fyIhOtnMs0Fa9HISM=">AAAB8XicbZBNSwMxEIZn61etX1WPXoJF8FR2RdCTFL14rGBrsV1KNp1tQ7PJkmSFUvovvHhQxKv/xpv/xrTdg7a+EHh4Z4bMvFEquLG+/+0VVlbX1jeKm6Wt7Z3dvfL+QdOoTDNsMCWUbkXUoOASG5Zbga1UI00igQ/R8GZaf3hCbbiS93aUYpjQvuQxZ9Q667GDqeFCySu/W674VX8msgxBDhXIVe+Wvzo9xbIEpWWCGtMO/NSGY6otZwInpU5mMKVsSPvYdihpgiYczzaekBPn9EistHvSkpn7e2JME2NGSeQ6E2oHZrE2Nf+rtTMbX4ZjLtPMomTzj+JMEKvI9HzS4xqZFSMHlGnudiVsQDVl1oVUciEEiycvQ/OsGji+O6/UrvM4inAEx3AKAVxADW6hDg1gIOEZXuHNM96L9+59zFsLXj5zCH/kff4ARGqQog==</latexit><latexit sha1_base64="71F2Z2pG+5fyIhOtnMs0Fa9HISM=">AAAB8XicbZBNSwMxEIZn61etX1WPXoJF8FR2RdCTFL14rGBrsV1KNp1tQ7PJkmSFUvovvHhQxKv/xpv/xrTdg7a+EHh4Z4bMvFEquLG+/+0VVlbX1jeKm6Wt7Z3dvfL+QdOoTDNsMCWUbkXUoOASG5Zbga1UI00igQ/R8GZaf3hCbbiS93aUYpjQvuQxZ9Q667GDqeFCySu/W674VX8msgxBDhXIVe+Wvzo9xbIEpWWCGtMO/NSGY6otZwInpU5mMKVsSPvYdihpgiYczzaekBPn9EistHvSkpn7e2JME2NGSeQ6E2oHZrE2Nf+rtTMbX4ZjLtPMomTzj+JMEKvI9HzS4xqZFSMHlGnudiVsQDVl1oVUciEEiycvQ/OsGji+O6/UrvM4inAEx3AKAVxADW6hDg1gIOEZXuHNM96L9+59zFsLXj5zCH/kff4ARGqQog==</latexit> 1� �

<latexit sha1_base64="RMkfy7Sl6FeH0wwOtgInosPkvOY=">AAAB73icbZBNS8NAEIYn9avWr6pHL4tF8GJJRNBj0YvHCrYW2lA2m0m7dLOJuxuhhP4JLx4U8erf8ea/cdvmoK0vLDy8M8POvEEquDau++2UVlbX1jfKm5Wt7Z3dver+QVsnmWLYYolIVCegGgWX2DLcCOykCmkcCHwIRjfT+sMTKs0TeW/GKfoxHUgecUaNtTreWS9EYWi/WnPr7kxkGbwCalCo2a9+9cKEZTFKwwTVuuu5qfFzqgxnAieVXqYxpWxEB9i1KGmM2s9n+07IiXVCEiXKPmnIzP09kdNY63Ec2M6YmqFerE3N/2rdzERXfs5lmhmUbP5RlAliEjI9noRcITNibIEyxe2uhA2poszYiCo2BG/x5GVon9c9y3cXtcZ1EUcZjuAYTsGDS2jALTShBQwEPMMrvDmPzovz7nzMW0tOMXMIf+R8/gBsWI+O</latexit><latexit sha1_base64="RMkfy7Sl6FeH0wwOtgInosPkvOY=">AAAB73icbZBNS8NAEIYn9avWr6pHL4tF8GJJRNBj0YvHCrYW2lA2m0m7dLOJuxuhhP4JLx4U8erf8ea/cdvmoK0vLDy8M8POvEEquDau++2UVlbX1jfKm5Wt7Z3dver+QVsnmWLYYolIVCegGgWX2DLcCOykCmkcCHwIRjfT+sMTKs0TeW/GKfoxHUgecUaNtTreWS9EYWi/WnPr7kxkGbwCalCo2a9+9cKEZTFKwwTVuuu5qfFzqgxnAieVXqYxpWxEB9i1KGmM2s9n+07IiXVCEiXKPmnIzP09kdNY63Ec2M6YmqFerE3N/2rdzERXfs5lmhmUbP5RlAliEjI9noRcITNibIEyxe2uhA2poszYiCo2BG/x5GVon9c9y3cXtcZ1EUcZjuAYTsGDS2jALTShBQwEPMMrvDmPzovz7nzMW0tOMXMIf+R8/gBsWI+O</latexit><latexit sha1_base64="RMkfy7Sl6FeH0wwOtgInosPkvOY=">AAAB73icbZBNS8NAEIYn9avWr6pHL4tF8GJJRNBj0YvHCrYW2lA2m0m7dLOJuxuhhP4JLx4U8erf8ea/cdvmoK0vLDy8M8POvEEquDau++2UVlbX1jfKm5Wt7Z3dver+QVsnmWLYYolIVCegGgWX2DLcCOykCmkcCHwIRjfT+sMTKs0TeW/GKfoxHUgecUaNtTreWS9EYWi/WnPr7kxkGbwCalCo2a9+9cKEZTFKwwTVuuu5qfFzqgxnAieVXqYxpWxEB9i1KGmM2s9n+07IiXVCEiXKPmnIzP09kdNY63Ec2M6YmqFerE3N/2rdzERXfs5lmhmUbP5RlAliEjI9noRcITNibIEyxe2uhA2poszYiCo2BG/x5GVon9c9y3cXtcZ1EUcZjuAYTsGDS2jALTShBQwEPMMrvDmPzovz7nzMW0tOMXMIf+R8/gBsWI+O</latexit><latexit sha1_base64="RMkfy7Sl6FeH0wwOtgInosPkvOY=">AAAB73icbZBNS8NAEIYn9avWr6pHL4tF8GJJRNBj0YvHCrYW2lA2m0m7dLOJuxuhhP4JLx4U8erf8ea/cdvmoK0vLDy8M8POvEEquDau++2UVlbX1jfKm5Wt7Z3dver+QVsnmWLYYolIVCegGgWX2DLcCOykCmkcCHwIRjfT+sMTKs0TeW/GKfoxHUgecUaNtTreWS9EYWi/WnPr7kxkGbwCalCo2a9+9cKEZTFKwwTVuuu5qfFzqgxnAieVXqYxpWxEB9i1KGmM2s9n+07IiXVCEiXKPmnIzP09kdNY63Ec2M6YmqFerE3N/2rdzERXfs5lmhmUbP5RlAliEjI9noRcITNibIEyxe2uhA2poszYiCo2BG/x5GVon9c9y3cXtcZ1EUcZjuAYTsGDS2jALTShBQwEPMMrvDmPzovz7nzMW0tOMXMIf+R8/gBsWI+O</latexit>

O
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�
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<latexit sha1_base64="Xp/cUWs5uoW0CqBgvjA+pozgWOs="></latexit><latexit sha1_base64="Xp/cUWs5uoW0CqBgvjA+pozgWOs="></latexit><latexit sha1_base64="Xp/cUWs5uoW0CqBgvjA+pozgWOs="></latexit><latexit sha1_base64="Xp/cUWs5uoW0CqBgvjA+pozgWOs="></latexit>

✏
<latexit sha1_base64="KHXom6jBOGArivq9Ns9o+T/rrJI=">AAAB73icbZBNSwMxEIZn61etX1WPXoJF8FR2RdBj0YvHCvYD2qVk09k2NJusSVYopX/CiwdFvPp3vPlvTNs9aOsLgYd3ZsjMG6WCG+v7315hbX1jc6u4XdrZ3ds/KB8eNY3KNMMGU0LpdkQNCi6xYbkV2E410iQS2IpGt7N66wm14Uo+2HGKYUIHksecUeusdhdTw4WSvXLFr/pzkVUIcqhArnqv/NXtK5YlKC0T1JhO4Kc2nFBtORM4LXUzgyllIzrAjkNJEzThZL7vlJw5p09ipd2Tlszd3xMTmhgzTiLXmVA7NMu1mflfrZPZ+DqccJlmFiVbfBRnglhFZseTPtfIrBg7oExztythQ6opsy6ikgshWD55FZoX1cDx/WWldpPHUYQTOIVzCOAKanAHdWgAAwHP8Apv3qP34r17H4vWgpfPHMMfeZ8/TNOQIA==</latexit><latexit sha1_base64="KHXom6jBOGArivq9Ns9o+T/rrJI=">AAAB73icbZBNSwMxEIZn61etX1WPXoJF8FR2RdBj0YvHCvYD2qVk09k2NJusSVYopX/CiwdFvPp3vPlvTNs9aOsLgYd3ZsjMG6WCG+v7315hbX1jc6u4XdrZ3ds/KB8eNY3KNMMGU0LpdkQNCi6xYbkV2E410iQS2IpGt7N66wm14Uo+2HGKYUIHksecUeusdhdTw4WSvXLFr/pzkVUIcqhArnqv/NXtK5YlKC0T1JhO4Kc2nFBtORM4LXUzgyllIzrAjkNJEzThZL7vlJw5p09ipd2Tlszd3xMTmhgzTiLXmVA7NMu1mflfrZPZ+DqccJlmFiVbfBRnglhFZseTPtfIrBg7oExztythQ6opsy6ikgshWD55FZoX1cDx/WWldpPHUYQTOIVzCOAKanAHdWgAAwHP8Apv3qP34r17H4vWgpfPHMMfeZ8/TNOQIA==</latexit><latexit sha1_base64="KHXom6jBOGArivq9Ns9o+T/rrJI=">AAAB73icbZBNSwMxEIZn61etX1WPXoJF8FR2RdBj0YvHCvYD2qVk09k2NJusSVYopX/CiwdFvPp3vPlvTNs9aOsLgYd3ZsjMG6WCG+v7315hbX1jc6u4XdrZ3ds/KB8eNY3KNMMGU0LpdkQNCi6xYbkV2E410iQS2IpGt7N66wm14Uo+2HGKYUIHksecUeusdhdTw4WSvXLFr/pzkVUIcqhArnqv/NXtK5YlKC0T1JhO4Kc2nFBtORM4LXUzgyllIzrAjkNJEzThZL7vlJw5p09ipd2Tlszd3xMTmhgzTiLXmVA7NMu1mflfrZPZ+DqccJlmFiVbfBRnglhFZseTPtfIrBg7oExztythQ6opsy6ikgshWD55FZoX1cDx/WWldpPHUYQTOIVzCOAKanAHdWgAAwHP8Apv3qP34r17H4vWgpfPHMMfeZ8/TNOQIA==</latexit><latexit sha1_base64="KHXom6jBOGArivq9Ns9o+T/rrJI=">AAAB73icbZBNSwMxEIZn61etX1WPXoJF8FR2RdBj0YvHCvYD2qVk09k2NJusSVYopX/CiwdFvPp3vPlvTNs9aOsLgYd3ZsjMG6WCG+v7315hbX1jc6u4XdrZ3ds/KB8eNY3KNMMGU0LpdkQNCi6xYbkV2E410iQS2IpGt7N66wm14Uo+2HGKYUIHksecUeusdhdTw4WSvXLFr/pzkVUIcqhArnqv/NXtK5YlKC0T1JhO4Kc2nFBtORM4LXUzgyllIzrAjkNJEzThZL7vlJw5p09ipd2Tlszd3xMTmhgzTiLXmVA7NMu1mflfrZPZ+DqccJlmFiVbfBRnglhFZseTPtfIrBg7oExztythQ6opsy6ikgshWD55FZoX1cDx/WWldpPHUYQTOIVzCOAKanAHdWgAAwHP8Apv3qP34r17H4vWgpfPHMMfeZ8/TNOQIA==</latexit>

Result 4. A Nash equilibria of the adversary vs. DIFT game for an attack that 
consists of single stage is given by the solution to a minimum-cut problem and 
then mapping the solution to an equivalent bi-matrix game.


