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Key TRNG Metrics 
• Randomness Quality (entropy rate H)
• Robustness (PVT/attack resistance)
• Efficiency (pJ/output-bit)
• Throughput/Bitrate (Gbps)

Existing Approach: Circuit Design Driven
•Minimize bias B=P(X=1) - 0.5  (ideally 0)
•Autocorrelation ignored or an afterthought
• Fundamental limiter to Randomness

• PVT Variation induced Bias
• Finite Bandwidth, 1/f noise induced correlation between bits
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Challenges 

Example: Metastability-based TRNGs

VLSI ImplementationComputationally enabled TRNG design1,2

Ideal

Real

• Limit bias èµV resolution offset cancellation è ↓robustness)
• Limit Correlation è High bandwidth circuits è↑power, ↓ bitrate)
• No clear approach to address 1/f noise

Broader Impact
• Robust and balanced 

architecture applicable 
broadly applicable across 
TRNG implementations: 
(FPGA/ASIC/SoCs)

• Findings covered as part of a 
week-long module in the 
Advanced VLSI design course 
at the University of 
Washington

OffsetèBias Non-white noise è Correlation

• Design “good-enough” physical RNGs (PhyRNGs)
• Integrated post-processing first whitens bitstream

(correlation removal), then eliminates bias

•MC whitening: Bits within channel have identical statistics
• Bias Removal using Iterative vonNeumann (IVN) correction3

•Whitening MUST precede IVN to better meet iid requirement
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•Lowest Energy/bit among NIST-
compliant digital TRNGs

•MC Router + LFSR addresses 
bitstream autocorrelation

•PVT Robust. TRNG quality maintained 
despite Phy-RNG degradation

•Validated in the -20C-100C and 0.58V-1.0V range

• Proposed TRNG architecture achieves quality, robustness, efficiency and bitrate
• Significant advance in correlation, BUT significant room for improvement
• MC-Router does not scale well (2n lanes required for lag-n decorrelation
• MC-based whitening addresses stationary autocorrelation sources, not non-stationary ones 

(e.g. 1/f noise). LFSR still required to achieve robust NIST compliance

Future Work
• Adaptive TRNGs

• Runtime trade-off 
management for 
optimal quality 
and efficiency
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