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« TIn disaster management, medical records may be considered secret unless Trusted Blockchain Trnsted Blockenain DeSO uses a data availability oracle layer that interfaces between the client nodes and
there is a disaster in which it can be released only to the appropriate | SR B e the trusted blockchain. DeSO uses SSS in order to create secret shares and distribute it
authorities so that medicines can be availed in time. between client nodes. The oracle layer accepts secret share blocks from clients, pushes

+In this class of problems, decentralization plays two roles: Side Blockchain . e vlgrlfltabledcommltments to the trusted blockchain and ensures data availability to the

| committee client nodes.

o Distributed storage of the secret till the condition is met

(a) Aide nodes e Secure: Information-theoretic security.
o And a distributed checking of whether the condition is met | ~ e Minimal: The size of each secret share does not exceed the size of the original data.
+ The latter is easily enabled via standard smart contracts in a blockchain, ‘ Trusted Blockchain ) e Extensible: When number of secret holders is kept fixed, new parties can be
however, an appropriate solution is needed for the former problem, i.e., | L | S | poent || Decode dynamically added or deleted without affecting the other pieces.
distributed storage of the secret. Oracle Layer o o Pl o Dynamic:.Secu rity can be easily enhanced without changing the secret, but by only
« The main challenge is that, on the one hand, scalability requires that we use | o ’ | cons-tructlng.new sgcret shargs. , . , ,
small committees to represent the entire system, but, on the other hand, a o e Flexible: In hierarchical organizations, we can supply each participant with different

numbers of shares according to their importance. This weighting scheme allows

mobile adversary may be able to corrupt the entire committee if it is small. , , .
higher ranking participants to be allocated a larger number of shares.

For this reason, existing proactive secret sharing solutions are either (b) (c)

non-scalable or insecure in our setting.
- MEthereum has demonstrated itself to be secure in practice but at the expense of poor

performance.

» We have decided to implement and design a smart contract into Ethereum in order to
have a high performance blockchain without sacrificing security. T resiined s on Kinniher st noi st iden fisieney foac)rva: Nmslian ofiient Nods [Secrat Hsldans)

« We propose an intermediate “data availability oracle” layer that interfaces between the 6000 10

* Blockchain systems establish a cryptographically secure data structure for side blockchains and the trusted blockchain. This oracle layer accepts blocks form side

. . . £} 8
storing data in the form of a hash chain. blockchains and pushes verifiable commitments to the trusted blockchain. g 4000 g .
« Smart contracts on a blockchain permit the performance of credible E_ o o o o o &
transactions without the involvement or oversight of a third party. However, fg” o B 5
in a smart contract, information needs to be known and independently = 0 0
verified. 10 20 30 40 10 20 30 40
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« Shamir's secret sharing scheme can be used to obscure a secret and reveal it 40000 25
only when the majority of the parties in the contract are present. - 1- Each party or a group of them cannot be able to open the secret independently, unless - 35
| | | | | the message is issued in the blockchain. g 2
* In this project we introduce, discuss and simulate a consensus-based secret = s s B
sharing protocol on smart contracts with the goal of depositing a secret with  2- This must happen only by consensual agreement from the parties, and the secret must ‘EQ 0000 g Y
the blockchain, having the blockchain keep the secret and use it only in the be only opened to a third party, when the message is issued! 2 =
specified manner (only when a specified number of members “vote” to reveal | ’ 25 50 ’5 100 125 0 25 50 75 100 125
the secret)  3- Perfect secrecy must still stand!
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« We implement our protocol with . -----eeemm e \ , ,
il e P " ity 5500 I ” N T — + piiblic indeges } « We have proposed and and developed DeQOS as a solution to allow a public
u unc;ona ity in 7/, : ines of i ] blockchain to act as a trusted long-term repository of secrets.
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functionality as a smart contract * We have shown how Shamir’s secret sharing scheme can be used to obscure a
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high-performance D ansnisisnasen st s Vaiice € 10,1} -~ Key # 1 - We have Successfully deposit a secret with the blockchain and have the blockchain

implementation demonstrating | | mnsctonbiock | allal e i shares | | Bob ‘ wns Mz = VsorKeYpop M, Secret keep the secret and use it only in the specified manner (only when a specified

up to 10,000 transactions per | : Pao B | ° T - %z number of members “vote” to reveal the secret).
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o ' | Sy 5 ‘ e * We have shown that our service can be used in disaster management, where
reduction in gas cost on the \ 2 Reconstruction process ol : o . e medical records may be considered secret and these secrets needs to be released
Ethereum test-net Kovan. Vjonn € 10,1} S, at the disaster time only to the appropriate authorities so that medicines can be

f (Vatice: Vbov: Vjorn) =[] availed in time.
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