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Innoflight is a leading Non-traditional Defense Contactor (NDC) that delivers « Faults occur when the latency reported for an edge node exceeds the configured threshold
integrated avionics to the satellite market. These avionic devices require or the device becomes unresponsive. s rope—p nterface_configurations
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SNMP Simulated Latency Monitoring Example

ICMP
Custom Protocol Net\'.'orr{ Switch : L - :
[ MongoDB Server } ! Multiple monitoring nodes utilize MongoDB as a single source of truth
SCPI Custom Protocol Leader election process: each monitor writes a heartbeat to a shared collection and
\’ Custom Protocol the monitor with the lowest ID that has a fresh heartbeat is elected leader
Store Telemetry CPU U . _
. S";'ge Y ) *All monitors probe all devices and log latency events. Only the leader sends alerts,
emperature : . oL
4 ) Network 1/O 4 ) @l T A— which prevents duplicate notifications.
Disk Usage . " @ @ oIf a monitor dies, its leases expire and surviving monitors pick up the orphaned
Monitoring Computer Power Usage collection daemon A— — —’ —’ y:
- Server with OS Testbench without OS _— _— *The system stays operational even when a monitoring node goes down, with
\_ / __>\ Y, Power Supply Server with O5 Server with OS automatic failover in one heartbeat TTL (~30s).
Request for Telemetry

Example Network Configuration

*The monitoring node periodically requests telemetry from each edge

node over the network.

*The specific metrics collected can be tailored per device deployment « The central database stores all logs generated by the monitoring service computers

allowing for devices to report the telemetry that they are capable of « The system supports multiple types of devices and logs generated « Expand support for additional devices, communication protocols, telemetry

collecting. » Basic test devices may only have SCPI enabled, some more advanced may only have ICMP, full- collection, and alert types.

Collected telemetry is written to the database and can be used for real- fledged servers can run a custom protocol that reports complex telemetry, and network switches « Integrate graphing and visualization into the software stack to simplify monitoring
time device monitoring and post-outage diagnostics. can report the status of the network using SNMP and improve visibility.
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