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Abstract Clustering Algorithms Results (cont.)
This project outlines and describes a method for identifying radio frequency A clustering algorithm, based on the DBSCAN algorithm (Density-Based Spatial The plots to the left ShOV‘_’ the_
signals based on a variety of waveform characteristics. A set of Python algorithms Clustering of Applications with Noise) was written as a way of algorithmicallyand =~ .. waveforms of all data p(_)lnts In two
were developed to achieve this “fingerprinting”. Additionally, algorithms were automatically extracting transmitter clusters. i selected clusters overlaid.
written to cluster signals together, allowing for identification of distinct transmitter * |
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OneRadio Corporation has produced a radio receiver with 2GHz bandwidth and a
90 dB dynamic range. Using data collected from this receiver, signals can be
inspected and fingerprinted using the software algorithms developed in this

waveform characteristics.
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project. Many RF devices will provide media access code (MAC address), DBSCAN Visual “° e Signals from transmitters can

however, this can be intentionally falsified to conceal the identity of the The DBSCAN algorithm clusters by the density of points in an area. All points be grouped based on the

transmitter. This may be done to achieve many illicit actions, such as:

closer than a given radius r to point P are merged into a cluster. If no points are <7 metrics developed
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This project attempts to create safeguards that make the aforementioned distance to another point for every 5
impossible. point in the dataset (see right). The s | o~ User Interface
“elbow” of this plot is then calculated s | | | |
and it's value used for radius r. S Pomoumber A graphical user interface (GUI) was also
Selecting Optimal Radius developed in conjunction with the analysis and
Signa| Characteristics | | | | | clustering algorithms as a way of visualizing _
Transmitters can be very similar, however, certain signal characteristics vary f)ur clu.ftterlng algorlthn;s wleret extjnbded to be Nb- dlmfenlilonalt, ”ﬁ‘et?”'”g that the resuits. - L.
between distinct transmitters. We classify these signals into groups by finding ransmitier groups can be clustered by any himber ot characteristics. This application gives the user the ability to D S
similarities on features such as: intuitively plot and cluster data along selected e e o e e
e Power axes, and select ranges, data types, and plots
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: (E)re];]g;frequency The application screenshot to the right shows o e SR
_ The plot to the left demonstrates a dataset the interface working in conjunction with the L
° RMS | | Ve | which has been plotted with signal width on clustering alaorithms
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:piz:: 227- 00010421679008, The plots below demonstrate the results of a clustering analysis on a set of Conclusions and Future Work
,Eowerl . 423.47314261497121. exclusivelv WiFi sianals. N The program can address all identified features from the bullet list in the signal
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TR W @ @ @ W ‘width': 46.931328690619551}] : | | results demonstrate the effectiveness of the technology developed.
| | € oy =ams o> o Future work for this project includes:
G 2™ e Identifying more features for reliability.
Data Collection | | ’ e Developing a more sensitive algorithm to classify Bluetooth signals
Data was collection was performed routinely throughout the project with the S T e Adding curve fit models as a way of extracting rise and fall times
OneRadio platform. Data was typically taken in intervals of 10 seconds, with 4 | R e Converting the algorithms into GPU code for real-time implementation
tests performed for each collection type. Several tests were run to extract key I R R I w5 @0 W5 _do 45 @ e Adding features to the user interface to increase functionality.
transmitter features, such as toggling a radio transmitter on and off to inspect
risetime and falltime characteristics. Data points highlighted in red are determined to be in a single transmitter group. On the whole, the project was a success. Transmitter groups can be identified
The ellipses on the right plot indicate one, two, and three standard deviations algorithmically using nothing but waveform characteristics. While physical devices
Data was also taken at a variety of transmitter distances as a way of identifying away from the center of the cluster, essentially giving a measure of cluster cannot yet be identified, the software developed here lays a solid framework for

waveform discrepencies that arise as distance increases. certainty. doing so in future projects.



